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If you haven't already done so, you will need to download the LogMeln Hamachi software from
https://secure.logmein.com/products/hamachi/download.asp

The installation process is straightforward. Once Setup has finished, Hamachi detects if you are
running the program for the first time and runs a Quick Guide for new users to acquaint
themselves with the program basics. By following this guide, you will be set up with a Hamachi
address.

Once Hamachi is installed, you will see its application files in “c:\\program files\hamachi” and its
configuration data in "c:\documents and settings\<user>\application data\hamachi".

Using Hamachi begins with the creation of a network. You do this by selecting the Networks
button and then the Create new network option.

5.83.56.128

MyLaptopComputer

In the Create new network dialog box, you will need to name your network and create a
password. The network name should be unique in the Hamachi system and is limited to 64
characters in length. The password - or passphrase - should be something that only you know and
is very hard to guess - the security of your network is dependent on this passphrase. There is no
limit on the length of the passphrase. Once you have done this, click Create and the network now
appears in the UL
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i~ Network name

e

Flease select the name for the network, Gther people

will use it ko locate and jain your network, Cancel

I IMyPrivakehetwork,

- Network password ————————————————————————— 2%‘

The password is used ko prevent random people fram
joining the netwark.,

| ThislsALongAndSecretString-YouCan'tGuesslt

B - ::

Circulate the details of your new Hamachi network to anyone you wish to have as a member. By
default, anyone in possession of these details can join your network. More advanced users might
want more stringent control, such as manually approving new network members - but this is
beyond the scope of this guide.

The next step is to have other computers join your network. On a computer other than the one
used to create the network, click on the Networks button. In the menu that appears, select Join
existing network.

5.83.56.128 5.83.56.128 5.83.56.128
MyLaptopComputer MyLaptopComputer MyLaptopComputer
£
i~ Network name
Join I
Enter the name of the network you want to join,
MlyPrivatehletwork. Cancel

[ Network password

I i et e i et
el Otherwise Isave the field blank, g%g,

The Quick Guide gives you an example network to join; however, in the above example, the name
and passphrase of another network: MyPrivateNetwork, have been entered. The next step is to
select Join. The network then appears in your Ul network field, showing that you have joined it.
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Leaving a network created by someone else is done by right clicking on a network in the Ul and
selecting Leave network.

5.27.186.15

POWERPLANT

MyPrivateNe

G0 online
Go offline

If you wish to leave a network that you created, the situation is significantly different. In this case,
you do not leave a network, but you destroy it. Be careful with this option, as it will completely
sever all the connections between all other members of that network and the action is
irreversible.

It is done by right clicking on your network and selecting Delete network.

5.83.56.128

MyLaptopComputer

Go offline
Cpen chat window

Set password

Once you confirm the action, the network will disappear from your Ul and that of every other
network peer.
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Part of this guide involves changing your Windows settings. Please ensure you have permission to
do this with your network administrator if you have one.

This will need to be done on every machine that you intend to share files with.
1. Enable Simple File Sharing.

If you are using XP Professional you have this option. XP Home does not have this option. It is
enabled by default.

Select any folder, then select Tools > Folder Options > View, then in Advanced Settings scroll
down to the Use Simple File Sharing option and check it. Alternatively, you can choose to enable
your entire My Documents folder, but be aware that this allows all your network peers to see
every document in this folder.

Advanced settings:

[ Launch falder windows in a separate process
[C3) Managing pairs of Web pages and folders
(® Show and manage the pair as a single file
(O Show both parts and manage them individually
(O Show bath parts but manage as a single file
Femember each folder's view settings
] Restare previous folder windows at lagon
[ Show Cortrol Parel in My Computer
Show encrypted or compressed MTFS files in color
Show pop-up description for folder and desktop iterns
Use simple file sharing [Recommended)

>

3]

2. Make sure your Hamachi adapter is enabling File Sharing.

Go to My Network Places then select View Network Connections. Right click on the Hamachi
Network adapter icon, select Properties, then select the General tab page and check the File and
Printer Sharing for Microsoft Networks option.

L NF uyNetworkPlaces

Internet ’}MyDncuments Fle Edt View Favorites Tools
Internet Explorer

-L Hamachi Properties

General | Authentication | Advanced |

_5 ) L= A OEN
':9_1 E-mail | &) My Recent Documents  » LS ) @ 1? e Connect using:
u Micrasoft Office Outlook ﬁ RS Address |83 My Network Places ‘ B Hamachi Netwark Intertace ‘
| = = . . o
oo Caleulator =/ My Music Network Taskig This connection uses the follawing items:
C § My Computer o Add anetwark place

& View network connections

{File: and Prir 1

? My Network Places =24 FSel‘ UEE wirless rI\IEtF\Fmrk [ B oS Packel Scheduler
) o A heme arEmat e % Intemet Pratocal [TCP/IP)
@ Camtasia Studio 3 &% Search Active Directory { !
B‘ Control Pane! 8 Show icans for networked

5 :r. Adobe Acrobat 7.0 Standard

K‘Q Remote Deskbop Connection @, Set Program Access and UPrP devices [ Install ] [ Uninstall J
Rl Desciption
&\3 windows Live Messenger l;-é Printers and Faxes Other Places Allows other computers o acoess resouices on your computer
¥ using a Microzoft network.

(& Deshiop

. DesktopEarth @ Help and Support @ Entire Network

I-') Search i My Computer ShD.ﬂ icon in nolifi.catmn area when co.nnected )
5} My Documents Motify me when this connection has limited or ho connectivily
All Programs D =7 Run... @y Printers and Faxes

E| Log Off @‘ Shut Dewn Details ¥

Hamachi has an option to disable system services required for file sharing - see the screenshots
from the setup or from the Preferences menu below:
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Hamachi Setup

Hamachi

cted The following option disables Windows File Sharing over Hamachi
cannections, It effectively preverts other Hamachi users from
accessing any shared files o directories that you have at the
morment,

Status and Configui

In addition o Windows File Sharing this option also blocks remate Security
access to a number of vulnerable tindows services that are
cammanly targeted by computer viruses, ,
Status I Block vulnerable Microsoft Windows services
In other words, use this option f you are going to use Hamachi to
communicate with people that you don't Fully trust and if you are not [ Block new network members by default
planning to use Windows File Sharing, Leave it unchecked therwise.
Window Public RSA keys
{:Cﬁ Identity Key fingerprint -~
I Disable wulnerable Windows services aver Hamachi
System

<o o

Do not check either of these boxes, otherwise File Sharing will be disabled.

If you are using a firewall other than the Windows Firewall, you will need to ensure that it allows
Internet access for the Hamachi adapter. The example below is for Zone Alarm, but a similar
process will need to be carried out for any third party firewall.

When Hamachi is installed, it adds a network adapter to your

computer, This adapter is subject to vour default firewall rules.

If you are using Windows XP firewall, or other personal firewall
software such as Zonedlarm, Morton, Kaspersky or Kerio, please
remember to adjust the configuration on the Hamachi adapter as
needed.

If you are running the Windows Firewall service, go to My Network Places > View Network
Connections. Right click on the Hamachi icon, then select Properties, and the Advanced tab page,
then Windows firewall > Settings > Off.

‘windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intermet or & netwark,

@ ) On [recommended)

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

Don't allow exceptions

Select thiz when you connect to public netwarks in less secure
locations, such az aiports. You will not be notified when windows
Firewall blocks programs. Selections on the Exceptions tab will be

If ignored.

th
@ (=) Dff [not recommended)
Levoid using this setting. Turning off *indows Firewall may make this
computer more vulnerable to vizes and intuders.
‘w'hat else should | know about indows Firevssll?
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3. If you are using Zone Alarm, we advise these settings:

m ZoneAlarm

- \ === erocrAMS
I |
INTERHET 7 el All Systems Active
@ Help
Firewall Main Zones
Use this tab to add Hame IP Address / Site Entry Type Zone
Overview
f°°;"§$i'$;r;°;"?o":g”‘s ANADIA CEorca ble 192 16R 150 n dapter terngt
Firewall Hamachi Metwark.. 5.25.96.1821255.000 Adapter 5. Trusted
Example: Put & camputer | e T FAddress | Triete
Program  OF network you want to "
Control  Share with into the
Trusted Zone:
Anti-virus
Monitoring ) traffic saurces nt
E-mail listed here are in the
Protection  Internet Zone by defautt.
Alerts & Logs
Entry Detail
Mame Hamachi MNetwark Intetface
Entry Type  Adapter Subnet
IP Agldress f... 5.25.86.162/255.0.00

o 1 ===l PrROGRAMS
mTeRNET NI E |
ST = All Systems Active
@ Help
Program Contrel Main Proams
~ These are the programs Access Server »
Querview that ave triecl to access Froorams 4 Trusted Internet Trusted Internet T
the Internet or lacal ol 2 ? ?
Firewall ~network, along with the
permissions they were L L R
Program  diven ? ? ? ?
Control I I
" Change program S gk 9 X
Ati-Virs o issions by left " W i o
Monitoring  cjicking the ¥, 7 and [ / ~ -
E-mail  "check icons.
Protection = Hamachi Cliert o of of of
Access Alows s 7 7 rd > ==
Alerts & Logs  Program to actively = =
retrigve information on ? 7 | ? ?
the Internst ar netwark 2 2 ? ?
Server. Allows & program s s ? ?
10 passively listen for J J J J
unsolicited contact from T
the Internet or netwark. J J T J J
Wery few programs J J T ? v
reguire server rights.
Send Mail Allows a Entry Detal A~
program to send and Elgeueame 1
recsiveeinal File nam.a C:\Program Files'Hamachithamachi exe acd
Last policy update Mot applicable =l
‘ersion 1,0,0,52
Last modified date 16/0:3/2006 10:49:52 el

4, Set up a new network by following this series of commands:
= Goto My Network Places > Set up a home or small office network
= Click Next, then Next

= Select Other, click Next, select This computer belongs to a network that does not have an
internet connection

= Click Next, Give your computer a name, it doesn't matter what you choose

= (lick Next, and enter a workgroup name. This must be the same on all PCs. We
recommend "Hamachi"

= Click Next, select Turn on file sharing and keep clicking Next when prompted

=  Finally, select Just finish the wizard and that completes the process.
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5. Make sure you have a shared folder.

By default you have a shared folder, but if you somehow disabled it, go to My Computer, right
click Shared Documents > Properties > Sharing, select Share this folder and name it if it isn't
already named. Make any other settings using the dialog box, then select OK.

Shared Documents Properties

| Gereral| Shaing | Security

[ ‘You can share this folder with other users on your

p'..-f network. To ehable shanng for this folder, chick Share this
folder,

() Do not share this folder
(%) Share this folder

Share name: | SharedDocs v
Comment:
Ulser fimit () Maximum allowed
L
(O Allow this rumbet of users: ~
Fle Edit View Favorkes Tods Help bt
- ) - (3| D e [ ek | T To set permessions for users who access this
= = £ z folder over the network., click, Permissions,
Address | T} My Compater
. Files Stored on This Computer To configure settings for offine access, click
Gystem Tasks Caching,

[@) Wiew system information

iy Add or remove programs
3 Change & setting

Windows Firewall is configured to allow this folder to be shared
with other computers on the netwark,

Search...

Other Places 2 Sharing and Security. .. Vi - Fi s

N My Metwork Places Loty SerdTa %

(L) My Documents Create Sharteut

|3 Shared Documerts é Properties [ Ok ] [ Cancel ]

M Conkrol Panel

You now have a functioning file sharing network over Hamachi.

Note: File sharing performance on cellular networks (EVDO, UMTS, etc) will suffer due to high
latency.

Most people have iTunes and once you have both Hamachi and iTunes running on your machine,
there are two easy steps to get them working together:

e OpeniTunes
e  Click Edit>Preferences>Sharing
e  Click the Share my music checkbox

[Optional] You can share just selected playlists by checking the Share selected playlists
radio button and checking the playlists you would like to share.

You can change the name your listeners will see by changing Shared name.

You can set a password by checking the Require password checkbox and by entering the
password you want into the textbox.
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To be able to view shared music (this is usually on by default):
e OpeniTunes

e  Click Edit>Preferences>Sharing

e  Click the Look for shared music checkbox

Now your peers should be able to see your music in the left pane of iTunes (the Source pane).
Shared music usually shows up after the music store, before playlists, with a blue icon to the left
of the shared music. Click on the name of the shared music you would like to listen to, wait a few
seconds for iTunes to load the shared music and, eureka, you're sharing music extremely easily.

Streaming “Digital Restrictions-Managed” iTunes content will also work over Hamachi, but both
the sender and the receiver must be authorized to play the content, counting against the current
iTMS limit of 5.
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